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High-risk share of all stablecoin transaction volume
2021-2024
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High-risk inflows categorized by stablecoin type
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£ 1250 1237, ER—RARRNIED DRI B#RKBRTRBERERM5R, TiLE
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Stablecoin inflows to online gambling platform addresses
2021-2024
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Inflows to Online by Type
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USDC. XEKES Polymarket RIIEEE
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HELEM 18% BHEZL 22%, HRZUZINT UZIBEFE Polymarket AR AL IERL
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T RESENEE, ALEFEENE SEC WINET LR HIE, FEGHEFI55
MEFEF= KRR, USDC fEA Circle RITHRET, KEBRHNMEEEENBHENR
H, RN EETRONR, 2024 F4), EEHVELLFHIE ETFE, NAMREEX
EMREDNTIRIE, EZENMRFTEEESHTX—AH, SIEN, USDT ik
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) DeFi XV BEIRIEET
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BINESTHHFRTTULER ., 2024 FEERNEHEISFFERE, BF@Eg UsDC #x
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XIMIMEERSMBEFTNES, NMURFTT USDC WEMME, BEERSEETE
2024 FRH 90 {257t
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RN, BERREMNBEHONE, BERSHNFREEANWES, 2MEENE
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EEANEIMNET, BAFRSAEBIRINBEBSINIBEE, SN
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Stablecoin inflows to black and grey market addresses
2021-2024
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ROIERR: FIERHIER (Huione Guarantee)
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HEZOWNEZN5BFRWSAEXAT USDT, 1RE Bitrace BIFRICEUE, HuionePay.
HuioneGuarantee B9E /KA HIILEGE 18 B, 2B EANMNZAR, #1075
EHRHEBDFRMULERTX,

EREIRANED FHBNBERHHTIFEEINGRXE, BFTERIFTHRN
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Stablecoin Inflows to Huione Guarantee
2021-2024
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Bitrace ¥ RERVEF it
EFLTERELDPMEML (Crypto Crime) FIIBERL, Bitrace T 2024 FiE T H
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%8 (Money Laundering) B—FIBEFMSEENIITH, TEEHHEMERE
FANWE, BYETFREN. RBERRIMR, EREER L85, 2IThERE
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MBEHENEDN R, ERSEGRAE, FPABZIHN, EBRCNEXETHNER
RN T EEEA RN B ZHENEE, SECARRINIIK,SNENAIKS.

Stablecoin inflows to money laundering addresses
2021-202:
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CEX BAGKBRAREIE

MREEMBATWEMREAZHTE, FRONRSTFE (DEX) « B (Bridge) .
BHTE (Mixer) HAEMBRLENTRNEERNIER, NESFEEFFABESR
REEREADOMRS TAHTRSME, MEBERel D#TRDRE, BENE,
LHRETBEIELIEER,

318476 USDT
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0
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o N4 °
0x1266..08091c e BITRACE Gluster Oxaie..d57098 2 Okx Dex
(512 @ Hacking
& @ | BingX Hacker 20

16 BingX BERHFIE

RAEAE 2024 FMFER BingX HEEE, HRIDAREBHINEDERE AR
(Lazarus) BIFRTEFIA . ZAREIFFRBRRERS TENARE, TEHT TR L%
AR, EXIRER, MIARBERTEPOMRZTFE. EPOARSRE:. B,
POERFTFE, REXLMERREN#T T AEZE, BURER, BRZIUMER
EADRAREERE.

Laundered funds inflows to centralized exchanges (CEX)
2021-2024
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ZRIPOMARGAEREEMHEEN FEMIE, BEFRBENNBMERS
SEFBEEKNB, Bitrace SEZEMPOUMBHRDRS FAKMEEUIHT T HE
Hit, EREDFETOREEEM, FARIULEE SHARSES ESIRMIELE,
B OKX Rl LT FEMN AL EERE, XFJEEAGHMAENER.

RO EIFIRESRESE

BEE BR R AN E R S ER OIS BIERTE, RS2 AR INBETS DR
REEA M NBARHTEE. Bk BE, EENBFRER]SMEEERNRE
BRI IMBL T EREVELD .

AEE, STEBRTIBEANUENETHIHIRZZE (Virtual Asset Over—the—
Counter Trading Service Provider | VAOTC) S5 EM A3 5 T & (Virtual Asset
Trading Platform | VATP) AEMEMETZSIREE (Virtual Asset Service Provider

| VASP) AT, BXNPEEXREE FRAT UMM EERREIE, ERE
WHER, TUREIREATRNRESS,
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PO RTHREDR T EEEMMBETNERRES. TWrIERFMS, R
MRFE T T RITHERBENR, ESTRE-ESBTEEL  HRE M IIRED,
S B BREHS E A XITRE D AVIRIEAER, BENILFREAFRETRE AL .
XEROHRFEENB T A REEBUTERNHVEERMEL, EEN D ARF
RREMMTHOEFLRENHATHELL, FNZMEFH#TIEE, BHLERET K,
The amount of stablecoin frozen by Tether & Circle
@ BITRACE
| s1.308
&
% 1B
o
5

17 Tether 5 Circle &R ETHE

2024 FRREDRITEMNRMEEIEN—F, RIX (Tether) 5 Circle AT HE
AKIARR M EFRENMERBT 13 (CETNRET, BZEI=EAENENME.,
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Stablecoin inflows to Tether&Circle-Frozen address
2021-2024

@ BITRACE

$158

512968

510268
$108

18 FREHIE S FWBRENHE

MR AU Y FOBE R REKENAITHT, 2024 FNRZAEIAE 129 2%
75, HES 2023 FEARFT, XRMAELNFBLRENTRFTIMDEIAER, BE
3| 2024 FA FHAHRARIT S,

EHIAE: 1FREZ{T (HuionePay) #K4E 2962 FETIRET

R NEFEFHEFBETEERe—, SEFBRERNARREITHXAFRMH
MBS, RYHSLIT5BIRAS], 2024 &£ 7 B 13 H, Tronscan ERIFAISAH
HEIERIZNANSIRE], &k 2962 B USDT #A%E AR,
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19 BFRESZITHURLS 2962 FHETT

HERRABARBMUNZERMRSFE DMM HARERER T, ENEBT 6 12
ETNLLE MRS, BEFTREN tBTC. BTC.b &7 avalanche. ethereum 2554 57,
R MEES T 3182 HZE7HY USDT. USDC. DAIS# =[5, ZEEhE 2 iZE TRON M4,
BREHPKLY 1400 B NFIEL SRS, #HmSEURSE .

REFHAEERWAE SIS KM HFEESHMMARTWIE, RPTNER
BBER T,

REMRITRENE DREREANRITHRES

BRI BIIMEAREMRITENGHEEN, TURBIRNIGETR TS, 5%
REMAGAL, ¥ EHBTFTEIEBNBERTNE, SEE/LDHRER, SXIhRE
WTEIESEREREEBEXER,

BRI RANREDRITRRAELIEHES I, ME - KREHLRITH Circle B

AR BREEMRAENNEMLE, EXFRIEDIT, HLRERMABRRS
BRI,
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iill &K

BUEHSEE—ERASEREARBIIRE . B5. 2Rk IRTEMAMFZANR
AN, WIEER. LA DASDENHITESEE, NERBYG. £FNREEN,
EEIRELAIMBEDRBERTT, 520 EMARRELN RBEHIE NN I

Stablecoin inflows to Sanctioned Entities
2021-2024

@ BITRACE

$128
$11.178

38 $2.926 52.668

$0.168

2021 2022 2023 2024

20 OFAC 5 NBCTF HlI# SR kBt INERFR E T N E

ZEMEE N BOIMNEZEFIEHINAZE (OFAC) MLEJIERREHER (NBCTF)
EMPSHIHANRERAERONG, ETEEHEXRENSBHAR (WRSH) 8
KIERNESEFERSEE, WX NARKEN S ZHI8 SRR XA BRI
TREST, BARTIURE 2022 FX3&S, WWEEF NE,

HEFERHEMETF 2022 F OFAC #IE T —REFHHPOMRFTFE Garantex, GFE#IE
ZERARD R AMIEMZ S ™15 Hydra Market $RIEZREE RS . /G Garantex L
WS HHDEFRE AT REORENE, FHaBMEERI S, SRTFHEITHESSHIT
SBE, EEELVERSITEEEME, SBTERPRITHENEE.,
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Tornado Cash # OFAC #l#
Tormnado Cash 2 —FfETE AR XREE FR9EFOEMIRS (cryptocurrency
mixer) , F 2019 F#H, EBIBESVEAR, BEFPHUMEEHERSEMEFNR
REEEMDE, MMEMEENENEG, MBEBRZEM, XMSITERRS T8
KEBFARIEERF, thhdBREmRM T @EF,

HA DA BEBRNEIREEINZIRFIA Tornado Cash #{THEIE, 3l
TEEBRNBEXE. EEVEERNARN, Tornado Cash ARREVEMUIENMES LIBER SR
5, BRTRESE (AML) MISEEMER, SAEBSTAEMBEETRNIA,

2022 F 8 A 8 B, EEVBEMMNEZRZHINHAZE (OFAC) EX Tornado Cash
SCHERE, BEIINEREEERMNZMEALTRE” (SDN 58) . X2 OFAC EDRFY
— P EROMEERESAMIEL RS N ARG TE) . BAREEEE:

® 545 Tornado Cash TEEEBADEEAESI FMEE”.
® FIFE=ENEMERS Tormnado Cash #TEAR S, BIES5EMXAIARIAHIL,
@ EHIFIBHER Tornado Cash“ NEREF ST I BEMEIT B FEIRE TEF),

AN, B D EEMFOMRZFAE Defi SFAthHIAS Tornado Cash P #1TIEE,
D IFREBX BEOMIHA R FA B A BIRNIRE ERERATAE,

RETE 2024 F 11 B 26 H, ZESEAKE LIRERFHERENHIAR, HR
7 OFAC 3t Tornado Cash BHIH. ABRIAN, XESL FTIRBRWBERZES", TBET
IEEPA EXHI“MAF=", Eitt OFAC #4Y, {B Tornado Cash BT EE SR SHIEYRE
AT,

X—HEBHRORAT DeFi MNEEXN MERTHOMESSIE, BUTEHITIOREXNINETT
WHEESAEZIMHER,

X ONR SR BIHFMRE R

REBUTEN 18 B ZHE SRR S5EME RN, (BXFH X LA
WHEHATIREENNLREARMES, AMBRER, EANBRANERSTHEFERE
TIREL DR E T ESE R,
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70 Tornado Cash, RE OFAC MIFIEZIERERE, BENMEETER LMK
HREERE S, EMEEWBIGERER, ERSNATNERBRXRESLHTHEEENL,
EEEENZRZEEMHT R, RESERMZMNFIREFER T RIEEMSE.

LESh, IR T AAOIRFA NS, BME Tornado Cash #HHIE, thEBEZEEE
FRfERBN, AFERMWAFPRERERERS. 20256 F 2 ARAEN Bybit #HEH
BHEFRAMBNFE, IRFAIREFR, BEAREFEAT Thorchain 5 LiF BN,
3E Tornado Cash,

HIE, HERZIEMEINBLAENET, MYERBILRNTED FUEHERM, BE
BN S INELRFTREIMRANNIEE, HXPLREAURBIER I AT,
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Crypto W% S H

2024 ERMBTWINEREMN—F, NEITERE, TENRENMXI MR
S EMULEBERRONTN, ENTIWHENTE. BERNABER, HEbh—

RRERRIINZE B = T1HAR (MICA) F 2024 £ 12 A 30 HREAEN, WINBEE1T.
RHHIRSRAE (W CASPs) LipS—nE, ERIREVFANE. BT AML/KYC FL,
FHUREHRITERERTRANARNN L EIEER;

2024 F, EEESIWRTZIER (WFT 21 EZXMREMER) , SECHMET
SRR ETF, IFGE—EREMNINAT;

BARMAT AML 85, BAEZRT (FSA) #—FWEMBERSANEFEEHEM
W, MABALESE, BEHERNBEDARNSE, HERBNEE;

EE 2024 FH—TEIRMNRTAPRIPE, BEXRZARSEMEMICRRER
. TR BIIEE R R MRS L g

o

EBERMEEF//LREDLTERE VR, SREIFFNEEMME, FINEIN
BRSO RI K

RE 2024 FHEFEREDEXRIDE, HHIKEMNAERIEEER, BROETHF
DB ERER AR,

XEBRR T 2N INBEDOSENERERIE, ERETRER. HEER
PRIERRE, BN X (RE. &%) HEERE SRR TE,

BMBERILE BN LI & KL
Bitrace INAE B EHMEBERMER T HNBLANRENG, TBERHELEER
T &R S R EIR T ERE T B0 18 BB MR E.
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AR EIE SRR AT E

BEE 2022 FRESTEMBETRERR, BHIREY (RABRIREREZG)
(AMLO) BIELT, BEMERSRME (VASP) MNMETE. 202356 5, &E
SRR BSREZRAR (SFC) ERNEMHH B RSB A REIE

ENBERER BT (R 5P FEEIRSE) BUS SFC MR, FineR%H (AML) |
LRSS (CFT) MEPHERRIPE ™ &ME. X—RRIERIEZUND T B RRER B
RIRMMEIRBEERNG (BINRENZELTIR) , MAARETERETHELES
BAZIREIRINL,

ITEIREENBD REIE RS
ERNSIBEREITER . TmEREMAEHIFRT R, R VASP i T RIR
MEF" (KYC) | TRIRNRS (KYT) fIR5mshkit,

SFC SEBELMEMNMA (10 FATF) &1F, BEHFEIFERDM, BBER
BAANESEMR (A0 Garantex BIAFAIRIFMEETR) , EEBED TEIFREHNZIRN
FMERN, B S Bitrace EMBELTERWEIE, MWW HREHITHERSE,

BT BHEREEARIRE,

High-risk share of stablecoin inflows to Hong Kong entities
2021-2024

@ BITRACE
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T 1asin—1AT% 14.85%
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868%

7.43%
660%
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& 21 &% Web3 LABEM WA TS NLEE AL
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MNEBREEEEFR VATP 5 VAOTC HIMBHITES O, BIBERA 2023 £=
FEZE, MASMAORRRED SRR, XRAESMBERRMDURE FRGE
WHEMFE, S KENEXNREDRZENSE T AR,

SESRE, EBMNEMBERBIMMERER. ERESRP. THINEES. R
SIMMZEEARSEIRLEREN, HET —PEL2. FJENMEBELES. IAMURD TR
EWE. PARTHERATSRNERRERNE, WBIRATSEENRELRET
BN, NFNBLEMS, SMMARAEHNIEN, BRIPREEERETRER
BTN sElE,
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HIEE N Web3 Hik &M S EE

Bitrace @ —ZRMINZE KT NBLEBHIT DO EREL (Regtech) Bk, MK
NTEA A SREERAEERSIUIRG. mlE EOXRNLREES, HEFREHRD
FHRE. B0, BETEFRSRSXS.

BNRETINBLFPETE, BRCSSEHEND. Web3 RAVFHITIMES I,
FERBTERFIRSS, RTRNBTERRESR, HRIREISRHIETRK,

BRER AN

B : bitrace.io

HEFE : bd@bitrace.io
Twitter: @Bitrace_team
LinkedIn: @Bitrace Tech
Telegram: @BitraceBD
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